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Context	and	main	object	of	this	project	
The	 recent	 processor	 security	 vulnerabilities	 such	 as	 SPECTRE	 [KOC19]	 and	MELTDOWN	 [LIP18],	 have	
shown	 the	 great	 extend	 and	 relevance	 of	 the	 possible	 attacks	 on	 current	 multi-core	 systems.	 These	
vulnerabilities	 directly	 result	 from	 performance	 oriented	 architectural	 choices	 from	 the	 last	 decades.	
The	 performance	 improvement	 relies	 on	 the	 implementation	 of	 highly	 parallel	 architectures	 including	
shared	 resources.	 Indeed,	 performance	 systems	 offer	 and	 encourage	 resource	 sharing	 between	
applications.	However,	malicious	 applications	 can	 take	 advantage	of	 these	 shared	hardware	 resources	
(memories,	 caches,	 buses,	 networks),	 by	 observing	 and	 exploiting	 their	 influence	 on	 sensitive	
applications	in	order	to	gain	information	otherwise	not	accessible	(i.e.,	a	cryptographic	key).		
In	order	 to	cope	with	current	and	 future	security	vulnerabilities,	 security	constraints	need	 to	be	 taken	
into	 account	 in	 the	 early	 stages	 of	 the	 architecture	 design.	 This	 project	 aims	 at	 proposing	 innovative	
modeling	and	analysis	methods	of	multi-core	architectures	 taking	 into	account	 security	 as	a	particular	
non-functional	 design	 constraint.	 This	 PhD	 thesis	 will	 particularly	 consider	 cache-based	 multi-cores	
architectures	and	will	focus	on	logical	side-channel	attacks	exploiting	shared	caches.	
One	of	the	main	 issues	that	will	be	addressed	by	this	project	 is	the	ability	to	propose	fast	yet	accurate	
models	to	efficiently	evaluate	and	improve	the	security	level	of	future	multi-core	architectures.	
	
Existing	work	
System-level	modeling	and	analysis	of	hardware/software	architectures	have	strongly	been	considered	
during	 the	 last	 decades	 [GER09].	 System-level	 models	 correspond	 to	 high	 level	 representation	 of	
application	 tasks	 allocated	 to	 a	 set	 of	 hardware/software	 components.	 These	 models	 are	 used	 to	
evaluate	the	efficiency	of	architectures	with	respect	to	timing	and	power	constraints.	However,	security	
has	not	yet	been	considered	as	a	constraint	in	existing	system-level	frameworks.	A	first	effort	in	order	to	
guide	 the	 design	 of	 architectures	 from	a	 security	 point	 of	 view	has	 been	made	 in	 [TAN’17].	However,	
this	work	does	not	take	into	account	indirect	illegal	access	to	data	through	logical	side	channel	attacks.	
The	proposed	project	will	particularly	 focus	on	 these	 latter	attacks,	as	 their	great	extend	 the	 last	year	
have	shown	their	great	impact	in	current	multi-core	systems	[KOC19][	LIP18].		`	
	
Expected	contributions			
The	 main	 idea	 of	 the	 project	 is	 then	 to	 develop	 a	 new	 methodology	 for	 system-level	 evaluation	 of	
secured	multi-core	architectures.	 In	this	context	and	among	all	 the	possible	threat,	 this	PhD	thesis	will	
focus	on	the	cache	design	and	protection.	
The	 first	 contribution	 of	 this	 work	 rely	 then	 on	 the	 definition	 of	 a	 new	 modeling	 approach	 to	
appropriately	capture	at	high	level	of	abstraction	cache	management	effects	and	potential	attacks.	The	
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proposed	model	would	then	serve	as	evaluation	metric	of	security.	For	that	purpose,	the	existing	logical	
cache-based	attacks	will	be	studied.	Specifically	we	will	concentrate	on	multiple	cache-based	attacks	(i.e.	
Flush	and	Reload	[YAR14],	Flush	and	Flush	[GRU16],	Prime	and	Probe	[LIU15]…).	After	their	 theoretical	
study	and	their	real	implementation	in	an	hardware	FPGA	based	prototype,	the	considered	architecture	
resources	and	related	attacks	will	be	characterized	through	execution	traces	(execution	time,	resource	
utilization,	communication	traces…).	Statistical	learning	approach	represents	an	interesting	method	that	
could	help	to	deliver	fast	yet	accurate	models	[ZHE15]	to	characterize	and	detect	these	attacks.	
The	 second	 targeted	 contribution	 concerns	 the	 definition	 of	 an	 appropriate	 system-level	 analysis	
method	 to	 estimate	 the	 architecture	 security	 level.	 The	models	 of	 architecture	 resources	 proposed	 in	
the	 first	 phase	 of	 the	 thesis	 will	 be	 considered	 here.	 In	 this	 scope,	 Statistical	 Model	 Checking	 	 or	
machine	 learning	 approaches	 could	 represent	 good	 candidates	 to	 deliver	 reliable	 estimations.	
Robustness	 of	 these	 approaches	 to	 allow	potential	 attacks	 to	 be	detected	will	 thus	 be	 evaluated.	 The	
established	analysis	framework	would	be	used	to	evaluate	different	optimisation	strategies	to	 increase	
the	architecture	security	level.			
In	 the	scope	of	 this	 thesis,	a	multi-core	architecture	will	be	 implemented	and	 tested	on	a	FPGA-based	
prototype.	This	prototype	will	be	used	to	generate	the	processed	execution	traces.	The	studied	attacks	
will	be	tested	and	the	accuracy	of	the	estimation	delivered	by	the	proposed	analysis	framework	will	be	
evaluated.	At	 this	 step	 the	modification	on	 the	 cache	 structure	 implementation	and	management	 (i.e.	
secured-by-design)	will	be	implemented	on	the	prototype	for	evaluation.		
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