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Short description of possible research topics for a PhD:  

The IT systems use architectures virtualized on open networks today and the intelligence is 

strongly distributed there. The control systems (OT) forced by imperatives of availability, safety 

& security, survivability and resilience requirements and integrate these technologies when we 

are able to demonstrate its mastery. It is thus a question of developing methods and models 

taking into account additional treatments due to the virtualisation, and of the elongation 

engendered by the use of networks (cloud computing, fog computing). These methods and 

models must be integrated into a process of modular and incremental qualification to reduce 

the time required for certification, today long and expensive. This process must be compatible 

with a set of standards, such as IEC-61508, EN-50126, IEC-62443 ... essential for critical 

applications. 
 

 

Required background of the student:  

Methods and models (state machines, Petri nets ...) of the dependability, probabilities 
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